HBase - Security Grant,
Revoke, User Permission

Trong HBase, ban c6 thé sir dung tinh nang phan quyén dé ki€m soat quyén truy cap vao dit liéu.
Tinh nang nay cho phép ban xac dinh cac quyén truy cap cho ngudi dung hoac nhém ngugi dung
va gidi han truy cép cGa ho vao bang hodac nhém cét cu thé.

Dé st dung tinh ndng phan quyén trong HBase, ban can kich hoat tinh nang nay trén may chu
HBase cla minh. Sau dd, ban cé thé st dung Iénh grant dé cap quyén truy cap cho nguoi dung
hoac nhém ngudi dung. Vi du, d€ cap quyén truy cap cho ngudi dung c6 tén la userl vao bang
user table , ban cé thé s&r dung Iénh sau:

grant 'userl', 'RWC', 'user table

Trong d6, RWC la quyén truy cép dugc cap cho ngudi dung. Ban c6 thé sir dung cac ky tu sau dé xac
dinh quyén truy cap cta ngudi dung:

: Doc dir liéu

: Ghi d{t liéu

: Tao, xda hodc stra chira c6t gia dinh
: Thém hoac xéa cét gia dinh

°
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Ban cling cé thé sir dung cac ky tu sau dé xac dinh quyén truy cap cta ngudi dung cho tat ca cac
bang:

e @: Quyén truy cap toan bo hé théng
Ngoai ra, ban cling cé thé sir dung Iénh revoke dé thu héi quyén truy cép clia ngudi dung hoac

nhém ngudi dung. Vi du, dé€ thu hoi quyén truy cap cla ngudi dung cé tén la userl vao bang
user table , ban cé thé s&r dung Iénh sau:

revoke 'userl', 'user table


https://laptrinh.vn/uploads/images/gallery/2021-06/hbase.png

Dé xem danh sach quyén truy cap hién cé cho ngudi dung hodc nhém ngudi dung, ban cé thé s
dung Iénh user permission . Vi du, dé€ xem danh sach quyén truy céap hién cé cho nguoi dung cé tén
la userl , ban c6 thé s&r dung Iénh sau:

user permission 'userl'

Tinh nang phan quyén trong HBase gilp ban kiém soat quyén truy cap vao dit liéu cda minh va
dam bao rang chi nhirng ngudi dung dugc cap quyén mai cé thé truy cap vao dir liéu.
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