Kubernetes

Kubernetes la mot Platform dugc dap dung dé tu déng hoa viéc quan ly, scaling(mé réng) va trién
khai ing dung dudi dang container hoa cu thé la cac docker, Kubernetes con goi la Container
orchestration engine.
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Gidi thiéu Kubernetes

1. Kubernetes la gi?

Kubernetes la mot Platform dugc dp dung dé tu déng hod viéc quan ly, scaling(mé réng) va trién
khai t'ng dung duéi dang container hoa cu thé la cac docker, Kubernetes con goi la Container
orchestration engine.
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docker docker docker docker docker

Céac dac diém chinh cta Kubernetes bao gom:

e Quan ly cac container cluster

e Cung cap cac cbng cu dé trién khai cac ing dung

M& rong cac ing dung khi can thiét

Quan ly cac thay déi déi véi cac iing dung dugc container hda hién cé

Gilp toi uu hda viéc sir dung phan cliing co ban bén dudi container

Cho phép thanh phan (ng dung khéi dong lai va di chuyén trén toan hé théng khi can
thiét

2. Cac mo hinh trién khai 'ng dung
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M6 trinh truyén théng: Ban dau, cac ing dung dugc chay trén cac may cha vat ly. Khéng cé
cach nao dé xac dinh ranh gidi tai nguyén cho céc Ung dung trong may cha vét ly va diéu nay gay
ra su c6 phan bé tai nguyén. Vi du, néu nhiéu ing dung cung chay trén mét may chu vat ly, cé thé
c6 nhiing truong hgp moét iing dung sé chiém phan I6n tai nguyén haon va két qua la cac ing dung
khac sé hoat dong kém di. Mot gidi phap cho diéu nay sé la chay ting Ung dung trén mot may cha
vat ly khdc nhau. Nhung gidi phdp nay khéng t6i uu vi tai nguyén khéng dugc st dung ding muc va
rat tén kém cho cac té chic dé cé thé duy tri nhiéu may cha vat ly nhu vay.

M6 hinh 3o héa: Nhu moét gidi phap, do hdéa da dugc gidi thiéu. N6 cho phép ban chay nhiéu May

40 (VM) trén CPU clia mot may chi vat ly. Ao hda cho phép cac tng dung dugc cé 1ap gilra cadc VM

va cung cap muic do bao mat vi thong tin cia mét ing dung khéng thé dugc truy cap tu do bdi mét
Ung dung khac.

Ao héa cho phép st dung tét hon céc tai nguyén trong mdt may chi vat Iy va cho phép kha nang
ma& rong tét hon vi mot iing dung c6 thé dugc thém hodc cap nhat dé dang, gidm chi phi phan cing
va hon thé nira. VGi 4o hda, ban c6 thé c6 mot tdp hop cac tai nguyén vat ly dudi dang mét cum
cac may 4o san dung.

M6i VM la mot may tinh chay tat ca cac thanh phan, bao gém ca hé diéu hanh riéng cta né, bén
trén phan ciing dugc 3o hoéa.

Méi truong Container: Cac container tuong tu nhu VM, nhung chdng cé tinh c6 lap dé chia sé Hé
diéu hanh (HPH) gifra cac ing dung. Do dé, container dugc coi la nhe (lightweight). Tuong tu nhu
VM, mét container cé hé thong tép (filesystem), CPU, bd nhd, process space, v.v. Khi chiing dugc
tach roi khdi co sd ha tang bén dudi, chiing cé thé kha chuyén (portable) trén cloud hodc cac ban
phan phéi Hé diéu hanh.

Cac container da trd nén phé bién vi ching c6 thém nhiéu lgi ich, chang han nhu:

e Tao mdi va trién khai ing dung Agile: gia tang tinh dé dang va hiéu qua cua viéc tao cac
container image so véi viéc s dung VM image.

e Phat trién, tich hgp va trién khai lién tuc: cung cap kha nang build va trién khai container
image thudng xuyén va dang tin cay véi viéc rollbacks dé dang, nhanh chdng.
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e Phan biét gilta Dev va Ops: tao cac images cla cac application container tai thoi diém
build/release thay vi thoi gian trién khai, do dé phan tach cdc ing dung khoi ha tang.

e Khd nang quan sat khong chi hién thi théng tin va cdc metric & mdc Hé diéu hanh, ma con
cd application health va cac tin hiéu khac.

e Tinh nhat quan vé moi truong trong sudt qua trinh phat trién, testing va trong production:
Chay tuong tu trén laptop nhu trén cloud.

e Tinh kha chuyén trén cloud va cac ban phan phoi HDH: Chay trén Ubuntu, RHEL, CoreOS,
on-premises, Google Kubernetes Engine va bat ki noi nao khac.

e Quan ly tap trung (ng dung: Tang murc do triu tugng tir viéc chay mét Hé diéu hanh trén
phan ciing do héa sang chay mot ing dung trén moét HDH bang logical resources.

e Cac micro-services phan tan, elastic: ing dung dugc phan tach thanh cac phan nhd hon,
doc lap va thé dugc trién khai va quan ly mot cach linh hoat - chr khéng phai mot app
nguyén khoi (monolithic).

e CO lap cac tai nguyén: dy doan hiéu nang ng dung

e SU dung tai nguyén: hiéu qua

3. Thanh phan co ban clia Kubernetes

Kubernetes cung cap nhiéu hon ngoai framework co ban, cho phép nguoi dung chon loai framework
ng dung, ngdbn ngit, cong cu giam sat, logging va cac cdng cu khac ma ho chon. Mac du né khéng
phai la Platform as a Service, nhung né cé thé dugc si dung lam co sé cho moét PaaS hoan chinh.
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Céac thanh phan co ban cua Kubernetes bao gom:

o Kubernetes Master: Day la don vi diéu khién chinh quan ly workloads va lién lac trén
toan hé théng. M6i thanh phan cta né cé mét quy trinh khac nhau cé thé chay trén mot
master node hoac trén nhiéu master node. Thanh phan cuta nd la:

o Etcd Storage: Day la kho luu tritr dir liéu key-value, la nguén ma dugc phat trién bai
nhém CoreOS va cé thé dugc truy cap bai tat ca cac node trong cluster. Kubernetes
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str dung "Etcd" dé€ luu trit dir liéu cau hinh cla cluster dé thé hién trang thai chung
cla cluster bat c lic nao.

o API-Server: APl server la thuc thé quan ly trung tdm nhén cac REST requests dé cap
nhat cac théng tin cau hinh, déng vai tro la front-end dé€ diéu khién cluster. Hon nira,
day la thr duy nhat giao ti€ép vdi cluster Etcd, va ddm bao rang dir liéu duoc luu trit
trong Etcd.

o Scheduler: N6 gilp Ién lich cédc pod trén cdc node khac nhau dua trén viéc st dung
tai nguyén va quyét dinh nai nao trién khai dich vu nao. B0 1ap lich cé céc théng tin
lién quan dén cac tai nguyén cé san cho cac thanh vién cling nhu tai nguyén con lai
dé cau hinh dich vu dé chay.

o Controller Manager: Thuc hién mét s6 quy trinh diéu khién riéng biét trong nén dé
diéu chinh trang thai chia sé cua cluster va thuc hién moét tadc vu theo quy luat. Khi
c6 bat ky thay d&i nao trong dich vu, bd diéu khién sé phat hién ra sy thay déi va bat
dau lam viéc theo trang thai mong muon méi.

e Worker Node: Day con dugc goi la Minion node, né chlra théng tin dé€ quan ly két néi
mang gilra cac container nhu Docker va lién lac gilta master node khi gan tai nguyén cho
cac container theo lich trinh

o Kubelet: Kubelet ddm bdo rang tat ca cac container trong node dang chay va &
trang thai healthy. Kubelet theo doéi trang thai cia mot pod néu né khdng 6 trang
thai mong mudén. Néu mét node that bai, bo diéu khién sao chép sé quan sat su thay
d6i nay va khéi chay cac pod trén mot pod healthy khac.

o Container: Container la mdc thap nhat cdia microservice, dugc dat bén trong pod va
can dia chi IP bén ngoai dé xem xét quy trinh bén ngoai.

o Kube Proxy: N6 hoat dong nhu mét proxy mang va bd can bang tai. Ngoai ra, n6
chuyén ti€p yéu cau tdi cac pod chinh xac trén cdc mang bi co 1ap trong moét cluster.

o cAdvisor: Hoat dong nhu mét trg ly chiu trdch nhiém theo doi va thu thap dir liéu vé
viéc sir dung tai nguyén va sé liéu hiéu suat trén moi node.

4. Uu diém cla Kubernetes

e Nguén mé va di déng: Kubernetes cé thé chay cac container trén mot hoac nhiéu moi
truong public cloud, may do hoac trén bare metal, diéu dé c6 nghia la né cé thé dugc trién
khai trén bat ky co sé ha tang nao. Hon nita, né tuong thich trén nhiéu nén tang, gitp cho
chién lugc da cloud tré nén linh hoat va c6 thé sir dung dugc.

e Kha nang mé rong workloads: Kubernetes cung cap mét sé tinh nang htu ich cho muc
dich mad rong:

o Horizontal Infrastructure Scaling: Cac thao tadc dugc thuc hién & cap may cha
riéng lé dé thuc hién chia ty |é theo chiéu ngang. May chi méi c6 thé dugc thém
hoac g& bd dé dang.

o Auto-Scaling: Dua trén viéc s dung tai nguyén CPU hoac cac so liéu ing dung
khac, cé thé stra d6i sé lugng container dang chay.

o Manual Scaling: C6 thé thay d6i sé lugng container dang chay théng qua mét 1énh
hoac giao dién.

o Replication Controller: B6 diéu khi€n sao chép dam bao rang cluster c6 sé lugng
pod tuang duong dugc chi dinh trong diéu kién dang chay. Néu c6 qua nhiéu pod, bd



diéu khién sao chép c6 thé loai bd cac pod bé sung hoac nguac lai.
» Tinh san sang cao: Kubernetes ¢ thé x(r ly su san cé cla ca ¢ng dung va cd sé ha tang.

N6 da khac phuc duoc:

o Health Checks: Kubernetes dam bao rang irng dung khéng bi 16i bang céch lién tuc
kiém tra tinh trang cla cac mode va container. Kubernetes cung cép kha nang tu
phuc héi va tu déng thay thé néu pod bi héng do 16i.

o Pinh tuyén luu luong va can bang tai: BO can bang tai Kubernetes phan phéi tai
trén nhiéu tai, cho phép can bang tai nguyén nhanh chéng trong luu lugng ngau
nhién hoac xur ly hang loat.

5. Tai sao ban can Kubernetes va nd c6 thé lam nhiing gi?

Céac container la moét cach tét dé déng gdi va chay cac ing dung cta ban. Trong méi trudong
production, ban can quan ly cac container chay cac ing dung va dam bao rang khdng cé khoang
thoi gian downtime. Vi du, néu mét container bi tat di, mot container khac can phai khai dong Ién.
Diéu nay sé dé dang hon néu dugc x{r ly bdi mot hé théng.

D6 la cach Kubernetes dén véi ching ta. Kubernetes cung cap cho ban mét framework dé chay céac
hé phan tan mét cdch manh mé. N6 dam nhiém viéc nhan rong va chuyén déi du phong cho ing
dung cla ban, cung cap cdc mau deployment va hon thé nira. Vi du, Kubernetes c6 thé dé dang
quan ly mét trién khai canary cho hé théng cta ban.

Kubernetes cung cap cho ban:

» Service discovery va can bang tai
Kubernetes cé thé expose mét container s&r dung DNS hoac dia chi IP cGa riéng né. Néu
lugng traffic truy cap dén mot container cao, Kubernetes c6 thé can bang tai va phan phoi
luu lugng mang (network traffic) dé viéc trién khai dugc 6n dinh.

o Diéu phdi bdé nhé
Kubernetes cho phép ban tu ddng mount mét hé thong luu trlr ma ban chon, nhu local
storages, public cloud providers, v.v.

e Tu dong rollouts va rollbacks
Ban c6 thé mo ta trang thai mong muén cho cac container dugc trién khai dung
Kubernetes va né c6 thé thay daéi trang thai thuc té sang trang thai mong mudén véi tan
suat dugc kiém soat. Vi du, ban cé thé tu dong hoad Kubernetes d€ tao maéi cac container
cho viéc trién khai cla ban, xoa cac container hién c6 va &p dung tat ca céc resource cla
chidng vao container méi.

e Déng godi tu dong
Ban cung cap cho Kubernetes moét cluster gém cédc node ma né cé thé sir dung dé chay
cac tac vu dugc déng gdi (containerized task). Ban cho Kubernetes biét moi container can
bao nhiéu CPU va bd nhé (RAM). Kubernetes cé thé diéu phoi cac container dén cac node
dé tan dung tét nhat cac resource cua ban.

e Tu phuc hoi
Kubernetes khai déng lai cac containers bj 16i, thay thé cdc container, xod cac container
khong phan hoi lai cau hinh health check do nguagi dung xac dinh va khong cho cac client



biét dén ching cho dén khi chiing san sang hoat dong.

e Quan ly cau hinh va bao mat
Kubernetes cho phép ban luu trit va quan ly céc théng tin nhay cdm nhu: password, OAuth
token va SSH key. Ban c6 thé trién khai va cap nhat lai secret va cau hinh ing dung ma
khong can build lai cac container image va khéng dé 16 secret trong cau hinh stack cua
ban.

6. Dugc thiét ké dé trién khai

Trién khai ing dung theo mo hinh container hdéa c6 kha nang tang téc qua trinh xay dung, tha
nghiém va phat hanh phan mém va tinh nang hitu ich bao gom:

e Tu ddng trién khai va khéi phuc: Kubernetes xi ly phién badn mdi va cap nhat cho tng
dung ma khong c6 downtime, déng thai theo déi health trong qua trinh trién khai. Néu bat
ky 16i nao xay ra trong qua trinh, nd sé tu dong khoéi phuc.

 Trién khai Canary: Kubernetes kiém tra song song viéc san xuat trién khai mdi va phién
ban trudc dod, trudc khi tang quy mo trién khai méi va dong thai giam quy mé trién khai
trudc do.

e H6 trg Framework va ngdn ngir 1ap trinh: Kubernetes hé trg hau hét cac ngén ngir va
framework |ap trinh nhu Java, .NET, v.v. va cling nhan duogc su ho trg 16n tir cong déng
phét trién. Néu mot ing dung c6 kha nang chay trong mét container, né ciing c6 thé chay
trong Kubernetes.

e Va nhiéu hon nira: Kubernetes cung cdp quan ly DNS, gidm sat tai nguyén, ghi nhat ky,
sap x&p luu trir va cling gidi quyét van dé bado mat. Chang han, né dadm bao rang théng tin
nhu mat khau hoac ssh keys dugc luu trir an toan trong cac Kubernetes secret. Cac tinh
nang mai dugc phat hanh lién tuc va c6 thé cé trén Kubernetes GitHub.

7. Kubernetes khéng phai la gi?

Kubernetes khong phai la mot hé thong PaaS (Nén tdng nhu mot Dich vu) truyén thong, toan dién.
Do Kubernetes hoat dong & tang container cht khéng phai & tang phan cing, né cung cap mot sé
tinh nang thudng ap dung chung cho céac dich vu PaaS, nhu trié€n khai, nhan rong, can bang tai, ghi
nhat ky va gidm sat. Tuy nhién, Kubernetes khong phai la cdu tric nguyén khai va cac giai phap
ma dinh nay la tly chon va cé thé cam dugc (pluggable).

Kubernetes:

e Khéng gidi han cac loai ng dung dugc ho trg. Kubernetes nham muc dich hd trg mot khoi
lugng cong viéc cuc ky da dang, bao gom ca stateless, stateful va xr ly dir liéu. Néu mot
(ng dung cé thé chay trong mot container, né sé chay rat tét trén Kubernetes.

e Khéng trién khai ma nguén va khong build ing dung cta ban. Quy trinh CI/CD dugc xac
dinh béi t6 chirc cling nhu cac yéu cau ky thuat.

e Khéng cung cap cac service @ muic iing dung, nhu middleware (vi du, cdc message buses),
cac framework xt ly d@r liéu (vi du, Spark), co sé dir liéu (vi du, MySQL), bé nhé cache,
cling nhu hé théng luu trir cta cluster (vi du, Ceph). Cac thanh phan nhu vay cé thé chay
trén Kubernetes va/hoac cé thé dugc truy cap béi cac ing dung chay trén Kubernetes



théng qua cac co ché di déng, chang han nhu Open Service Broker.

Khéng bat budc céc gidi phap ghi lai nhat ky (logging), gidm sat (monitoring) hoac canh
béo (alerting). N6 cung cap mét s6 su tich hop nhu proof-of-concept, va co ché dé thu
thap va xuat cac so liéu.

Khéng cung cap, khéng bat budéc moét cadu hinh ngdn ngii/hé théng (vi du: Jsonnet). N6
cung cap mot API khai bdo cé thé dugc targeted badi cac hinh thirc khai béo tuy vy.

Khong cung cap cling nhu dp dung bat ky cau hinh toan dién, bdo tri, quan ly hoac hé
thong tu phuc hoi.

Ngoai ra, Kubernetes khéng phai la mot hé théng diéu phoi don thuan. Trong thuc té, né
loai bd su can thiét cta viéc diéu phoi. Dinh nghia ky thuat cda diéu phéi la viéc thuc thi
mot quy trinh céng viéc dugc xac dinh: dau tién lam viéc A, sau dé la B roi sau chét la C.
Nguoc lai, Kubernetes bao gom mot tap cac quy trinh ki€m soat doc lap, c6 thé két hop,
lién tuc diéu khién trang thai hién tai theo trang thdi mong mudén da cho. N6 khéng phai la
van dé lam thé nao ban c6 thé di dugc tir A dén C. Kiém soat tap trung cling khéng bat
budc. Diéu nay dan dén mét hé théng dé sir dung hon, manh mé han, linh hoat hon va c6
thé ma rong



Kubernetes Workloads

Kubernetes workloads dugc chia thanh 2 nhém chinh bao gom: Pod va controllers (Deployment,
Relicaset, Stateful, Cronjob...)

Pod
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volume
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app
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e Pod la thanh phan dac trung nhat cla Kubernetes, Pod la container cho docker bao gbm
ca tai nguyén luu tri, dia chi IP va cédc quy tac (rule) vé cach (cac) container sé chay.

e Thong thudng, mbi Pod sé trién khai 1 ing dung dan 1é (container docker), tuy nhién, Pod
hoan toan co thé trién khai nhiéu container tuy theo muc dich trién khai.

Workload Controllers

Céac bo diéu khién Controllers la cac kich ban trién khai Pod, bao gom céc loai sau:

ReplicaSet: La b6 diéu khién cho phép trién khai cac ban sao cu thé cta Pod.

Deployment: La bd diéu khién thuong dung nhat cia Workload, Deployment cho phép cap
nhat lién tuc, khoi phuc, md rong/scaling dé dang cho céc Pod.

StatefulSet: La b6 diéu khién tuong tu nhu Deployment nhung danh cho kich ban trién
khai yéu cau stir dung network cu thé va cac vung storage dugc chi dinh san.

Cronjob: La bd diéu khi€n quan ly cac job can dugc lap lich.
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Kubernetes Pod

Pod la thanh phan dac trung nhat cda Kubernetes, Pod la container cho docker bao gom c3a tai
nguyén luu trt, dia chi IP va cac quy tac (rule) vé cach (cac) container sé thuc thi va hoat déng.
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Thong thudng, mdi Pod sé trién khai 1 ing dung don 1é (container docker), tuy nhién, Pod hoan
toan co thé trién khai nhiéu container tuy theo muc dich trién khai.

Vi Pod dugc hi€u la mot don vi nguyén ti (atomic unit) trong Kubernetes, nén mdi Pod thuc su phai
chay mot phién ban duy nhat cia moét ing dung nhat dinh. Vi vay, néu ban can chay nhiéu ban sao
cla mot container, thi mdi container phai chay trong Pod duy nhat cla riéng né thay vi dé tat ca
cac container d6 nam trong mét Pod duy nhat. Tuy nhién, doi khi mét Pod cé thé trié€n khai nhiéu
container néu ching co6 lién quan chat ché véi nhau (vi du phé bién la mot s6 thanh phan ghi log).
Mot diéu quan trong can luu y la tat ca cac container trong Pod sé chia sé cuing mot méi truong: bd
nhé, 6 dia, ngan xép mang va quan trong nhat la dia chi IP.

Trong qua trinh trién khai thong thuong, Pod khdong dugc 1ap trinh vién truc tiép tao ra. Thay vao
do, cac bd diéu khién (controller) sé 1én lich cho Pod chay trén Node. M6t sé diéu quan trong can
biét vé Pod:

e MOt Pod chi cé thé ton tai trén mot Node duy nhat

e Mot Pod khong bao git cé thé & trang thai dugc trién khai moét phan. NEu mot phan caa
Pod khoéng dugc trién khai thanh céng, né dugc coi la unhealthy va bi l6i.

e MOt Pod Vi ly do nao dé khong dugc trién khai thanh céng hodc gap 16i dan dén bj 16i, nd
dugc coi la mot thanh phan dung moét lan. N6i cach khac, néu mot Pod tré nén unhealthy ,
cac phan ti Controller sé giét Pod dé va khéi dong mot Pod khéac, thay thé thay vi chira
lanh né.

1. Tao Pod tr command
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Dé tao 1 tir container image quay. io/openshiftlabs/simpleservice: 0.5.0 va publish 1 HTTP API trén
port 9876, thuc hién:

kubectl run sise --image=quay. io/openshiftlabs/simpleservice: 0.5.0 --port=9876

Kiém tra pod dang chay:

kubectl get pods -A
Két qua:

NAME READY STATUS RESTARTS AGE

sise 1/1 Running 0 1m

Xéa Pod vura tao:

kubectl delete pod sise

2. Tao Pod tur file kich ban (Manifest file)

Chung ta c6 thé tao Pod tir cac file kich ban, sir dung Iénh kubectl apply:

kubectl apply -f https: //raw. githubusercontent. com/openshift-
evangelists/kbe/main/specs/pods/pod. yaml

hoac, c6 thé tao file trén local vGi nbéi dung sau va thuc thi Iénh kubectl apply:

apiVersion: vl
kind: Pod
metadata:
name: twocontainers
spec:
containers:
- name: sise
image: quay. io/openshiftlabs/simpleservice: 0.5. 0
ports:
- containerPort: 9876
- name: shell
image: centos:7
command:
- "bin/bash"

_ ||_C||



- "sleep 10000"

Kiém tra Pod vUra tao:

kubectl get pods

Két qua:
NAME READY  STATUS
twocontainers 2/2 Running

Xo6a Pod vua tao:

kubectl delete pod twocontainers

RESTARTS
0

AGE
36s



Kubernetes Node

Trong Kubernetes, Node la don vi nho nhat xét vé phan cing. N6 la mét may vat ly hay may ao
(VPS) trong cum may (cluster). Xem danh séch cac nut (node) trong cum (cluster) chay Iénh:

kubectl get nodes

Node

Pod

volume

containerized app

node processes

Mot Node la mot may worker trong Kubernetes va cé thé la may do hoac may vat ly, tuy thubc vao
cluster. M6i Node dugc quan |i bai Master. M6t Node c6 thé chira nhiéu Pods va Kubernetes master
tu dong xu Ii viéc Ién lich trinh cdc Pods thubc cac Nodes & trong cluster. Viéc Ién lich trinh tu dong
cUa Master sé tinh dén céac tai nguyén c6 san trén méi Node.

Méi Node & Kubernetes chay it nhat:

e Kubelet, mot quy trinh chiu trach nhiém lién lac gitta Kubernetes Master va Node; quan Ii
cac Pods va céc containers dang chay trén cung mét may.

e MOt container runtime (nhu Docker, rkt) chiu trdch nhiém Iay container image tU registry,
gidi nén container va chay (ng dung. Cac containers chi nén dugc Ién lich trinh cung nhau
trong mot Pod duy nhat néu chiing dugc lién két chat ché.
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Lénh co ban trong
Kubernetes

Kubernetes la mot Platform dugc ap dung dé tu déng hoa viéc quan ly, scaling(mé réng) va trién
khai ing dung dudi dang container hoa cu thé la cac docker.

kubennetes

& & & & &

docker docker docker docker docker

Dudéi day la cac Iénh co bdn trong Kubernetes.

1. Cau hinh kubectl

kubectl config view # Hi[h thi cac thi[jt lap kubeconfig da duoc merged

# s[] dung nhi[u tép kubeconfig clng mot lic va xem c[u hinh hop nh[it
KUBECONFIG=~/. kube/config: ~/. kube/kubconfig2

kubectl config view

# [y mat kh[u cho nguoi dung e2e

kubectl config view -0 jsonpath='{.users[?(@ name == "e2e")]. user.password}'

kubectl config view -0 jsonpath='{.users[].name}' # hi[h thi nguoi dung dfu tién

kubectl config view -o jsonpath='{.users[ *]. name}' # 1[ly danh sach nguoi dung
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kubectl config get-contexts # hih thi danh sach cac ngli c[hh
kubectl config current- context # hi[h thi ngl c[hh hién tai
kubectl config use-context my-cluster-name # thidt lap ngll c[hh mac dinh cho my-

cluster-name

# thém mdot cum moi vao kubeconf h[] tro xac thuc co b[h
kubectl config set-credentials kubeuser/foo. kubernetes. com --username=kubeuser --

passwor d=kubepassword

# luu vinh vi[h namespace cho t[t c[J cac lenh kubectl ti[p theo trong ngli c[hh do

kubectl config set-context --current --namespace=ggckad-s2

# thidt lap ngl c[hh s dung tén nguoi dung va namespace cu th[]
kubectl config set-context gce --user=cluster-admin --namespace=foo \

&& kubectl config use-context gce

kubectl config unset users. foo # x0a nguoi dung foo

2. Kubectl apply

apply quan ly cdc ing dung thong qua cac tép dinh nghia tai nguyén Kubernetes. N6 tao va cap
nhat cac tai nguyén trong mét cum théng qua viéc chay kubectl apply. Pay la cach dugc dé xuat
dé quan ly cac ing dung Kubernetes trong thuc té.

kubectl apply -f . /my-manifest. yaml # tao tai nguyén
kubectl apply -f . /myl.yaml -f . /my2. yaml # tao tu nhi[u tep
kubectl apply -f . /dir # tao tai nguyén tu t[t c[] cac tép manifest trong

thu muc dir
kubectl apply -f https: //git. io/vPieo # tao tai nguyén tu url
kubectl create deployment nginx --image=nginx # tao mdot deployment nginx

kubectl explain pods, svc # L[y thong tin pod va service manifest

# Tao nhi[lb d[ii tuong YAML tU stdin
cat <<EOF | kubectl apply -f -
apiVersion: vl
kind: Pod
metadata:

name: busybox-sleep
spec:

containers:

- name: busybox



image: busybox

args:

- sleep

- "1000000"
apiVersion: vl
kind: Pod
metadata:

name: busybox-sleep- less

spec:

containers:

- name: busybox
image: busybox
args:

- sleep
- "1000"
EOF

# Tao mot secret voi mot s[] keys
cat <<EOF | kubectl apply -f -
apiVersion: vl
kind: Secret
metadata:

name: mysecret

type: Opaque

data:
password: $(echo -n "s33msi4" | base64 -w0)
username: $(echo -n "jane" | base64 -wo0)
EOF

3. Xem, tim cac tai nguyén Pod, Node

# Lenh get voi mdot s du ra co b[h

kubectl get services # Liét ke t[t c[J cac services trong namespace
kubectl get pods --all-namespaces # Liét ke t[t c[ cac pods trong t[t c[] cac
namespaces

kubectl get pods -0 wide # Liét ke t[t c[] cac pods namespace, voi nhi[u

thong tin hon
kubectl get deployment my-dep # Liét ke mot deployment cu th[J
kubectl get pods # Liét ke t[t c[ cac pods trong namespace



kubectl get pod my-pod -o yaml # L[y thong tin c[a mdot pod [J dang YAML
kubectl get pod my-pod -o yaml --export # L[y thong tin c[ mot pod [J dang YAML ma khong ¢
thong tin cu th[ v[ cum

# Lénh describe
kubectl describe nodes my-node

kubectl describe pods my-pod

# Liét ké cac services duoc s[p X[p theo téen

kubectl get services --sort-by=. metadata. name

# Liét ké cac pods duoc s[p x[p theo s l[h kh[i dong lai

kubectl get pods --sort-by='.status. containerStatuses[0].restartCount'

# Liét ké cac pods duoc s[p x[p theo dung luong trong namespace co ten la test

kubectl get pods -n test --sort-by='.spec. capacity. storage

# L[y thong tin phién b[h c[ t[t c[ cac pods co nhan app=cassandra
kubectl get pods --selector=app=cassandra -o \

jsonpath='{. items[ *]. metadata. labels. version}'

# Liét ké t[t c[ cac worker nodes (s[] dung mot selector d[J loai tru k[t qu[] co mdot nhan
# co ten 'node-role. kubernetes. io/master

kubectl get node --selector='!node-role. kubernetes. io/master’

# Liet ké t[t c[ cac pods dang chay trong namespace

kubectl get pods --field-selector=status. phase=Running

# Liét ké t[t c[ cac ExternallPs c[kb t[t c[] cac nodes
kubectl get nodes -0 jsonpath='{. items[ *]. status. addresses[ ?( @ type=="ExternalIP")]. address}

# Liét ké tén c[p cac pods thudc v[] mot RC nh[it dinh

# Lénh "jqg" hiiu ich cho cac chuy[h d[i qua mic phtic tap cho jsonpath, xem thém tai
https: //stedolan. github. io/jq/

sel=${$(kubectl get rc my-rc --output=json | jq -j '.spec.selector | to entries | .[]
"\(. key)=\(.value),"')%?}

echo $(kubectl get pods --selector=$sel --output=jsonpath={. items.. metadata. name})

# Hih thi nhan c[@ tt c[ cac pods (hoac cac d[i tuong Kubernetes khac h[] tro gan nhan)



kubectl get pods --show- labels

# Ki[m tra xem nodes nao da s[h sang

JSONPATH=' {range . items[ *] }{@ metadata. name}: {range

@ status. conditions[ *]}{@ type}={@ status}; {end}{end}' \

&& kubectl get nodes -o jsonpath="$JSONPATH" | grep "Ready=True"

# Liét ké t[t c[ ca Secrets hién dang s[] dung b[li mdt pod
kubectl get pods -0 json | jq '.items[].spec.containers[].env[]?.valueFrom. secretKeyRef. name

| grep -v null | sort | uniqg

# Liét ké t[t c[ cac su kien duoc s[p x[p theo thoi gian

kubectl get events --sort-by=. metadata. creationTimestamp

4. Cap nhat cac tai nguyén

TUu phién ban 1.11, rolling-update da khéng con dugc dung nlra, s& dung rollout thay thé.

kubectl set image deployment/frontend www=image: v2 # Cap nhan container "www' c[h

deployment "frontend", cap nhat image

kubectl rollout history deployment/frontend # Ki[m tra lich s[] deployment
bao g[m cac s[p d[i

kubectl rollout undo deployment/frontend # Quay tr[] lai deployment
truoc do

kubectl rollout undo deployment/frontend --to-revision=2 # Quay tr[] lai mot phién b[h ct
th[

kubectl rollout status -w deployment/frontend # Xem trang thai cap nhat c[h

deployment "frontend" cho d[h khi hoan thanh

# khong con duoc s[] dung k[J tu phién b[h 1.11

kubectl rolling-update frontend-vl -f frontend-v2. json # (khong dung nita) Cap nhat
pods c[k frontend-vl

kubectl rolling-update frontend-vl frontend-v2 --image=image: v2 # (khong dung nta) B[l tén tai
nguyén va cap nhat image

kubectl rolling-update frontend --image=image: v2 # (khong dung nita) Cap nhat
image c[p pod c[p frontend

kubectl rolling-update frontend-vl frontend-v2 --rollback # (khong dung nita) H[y b ti[h

trinh cap nhat hién tai



cat pod. json | kubectl replace -f - # Thay th[ mdot pod dua tren
JSON duoc truy[h vao std

# Budc thay th[J x06a va sau do tao lai tai nguyén, s& gay ra su c[] ngung services

kubectl replace --force -f . /pod. json

# Tao mot services cho nginx, phuc vu trén cong 80 va k[t n[li d[h cac container trén c[hg 8000

kubectl expose rc nginx --port=80 --target-port=8000

# Cap nhat phién b[h image c[ mot container don 1[] lén v4
kubectl get pod mypod -o yaml | sed 's/\(image: myimage\):.*$/\1:v4/' | kubectl replace -f -

kubectl label pods my-pod new- label=awesome # Thém mdot nhan

kubectl annotate pods my-pod icon-url=http: //goo. gl/XXBTWq # Them mdot chl thich
kubectl autoscale deployment foo --min=2 --max=10 # Tu dong scale deployment
n fOOII

5. Cap nhat cac tai nguyén

# Cap nhat mot ph[h mdot node

kubectl patch node k8s-node-1 -p ' {"spec": {"unschedulable": true}}

# Cap nhat image c[ container; spec. containers[*].name la b[it budc vi do la khoa hop nh[it
kubectl patch pod valid-pod -p ' {"spec": {"containers":[{"name": "kubernetes-serve-

hostname", "image": "new image"}]}}

# Cap nhat image c[@a container s[] dung mdt b[h va json voi cac m[hg vi tri
kubectl patch pod valid-pod --type='json' -p='[{"op": "replace", "path"

"/spec/containers/0/image", "value":"new image"}]

# VO hieu hoa mot deployment livenessProbe s[] dung mot b[h va json voi cac m{hg vi tri
kubectl patch deployment valid-deployment --type json -p='[{"op": "remove", "path"

"/spec/template/spec/containers/0/livenessProbe"}]"'

# Thém mot ph[h t[ moi vao mot mhg vi tri
kubectl patch sa default --type=' json' -p='"[{"op": "add", "path": "/secrets/1", "value":

{"name": "whatever" } }]'

6. Chinh sira cac tai nguyén

Chinh stra bat ki API tai nguyén nao trong trinh soan thao ua thich ctda ban.



kubectl edit svc/docker-registry # Ch[hh s[ services co ten docker-registry

KUBE EDITOR="nano" kubectl edit svc/docker-registry # S[ dung mdt trinh soan th[p thay th[]

7. Scaling tai nguyén

kubectl scale --replicas=3 rs/foo # Scale mot replicaset co tén 'foo' thanh 3

kubectl scale --replicas=3 -f foo.yaml # Scale mot tai nguyén duoc xac dinh trong "foo. yaml"
thanh 3

kubectl scale --current-replicas=2 --replicas=3 deployment/mysql # N[u kich thuoc hién tai c[h
deployment mysql la 2, scale mysql thanh 3

kubectl scale --replicas=5 rc/foo rc/bar rc/baz # Scale nhi[u replication controllers

8. X0a tai nguyén

kubectl delete -f . /pod. json # Xoa mot pod s[] dung loai va téen duoc xac dinh trong pod. json
kubectl delete pod, service baz foo # Xoa pods va services co ten "baz" va "foo"

kubectl delete pods, services -1 name=myLabel # Xoa pods va services c0 nhan name=myLabel
kubectl -n my-ns delete pod,svc --all # Xoa t[it c[] pods va services trong namespace my-ns,
# Xoa t[it c[ pods matching voi patternl hoac pattern2

kubectl get pods -n mynamespace --no-headers=true | awk ' /patternl|pattern2/{print $1}' |

xargs kubectl delete -n mynamespace pod

9. Xem log v@i cac pods dang chay

kubectl logs my-pod # k[t xu{Jt logs c[k pod (stdout)

kubectl logs -1 name=myLabel # k[t xu[lt logs c[a pod co0 nhan name=myLabel (stdout)

kubectl logs my-pod --previous # k[it xu[dt logs c[lk pod (stdout) cho kh[li tao truoc c[h mot
container

kubectl logs my-pod -c my-container # k[t xu[t logs c[a container c[@ pod (stdout, truong hop co
nhiu container)

kubectl logs -1 name=myLabel -c my-container # k[t xu[it logs c[a container co tén my-container \
c0 nhan name=myLabel (stdout)

kubectl logs my-pod -c my-container --previous # k[t xu[ft logs c[ container my-container c[h po
my-pod (stdout, truong hop co nhi[lu container) cho kh[i tao truoc c[a mdot container

kubectl logs -f my-pod # 1y logs c[p pod my-pod (stdout)

kubectl logs -f my-pod -c my-container # l[ly logs c[kp container my-container trong pod my-pod
(stdout, truong hop nhi[u container)

kubectl logs -f -1 name=myLabel --all-containers # [y logs c[p t[jt c[J cac container c[h pod coO

nhan name=myLabel (stdout)



10. Tuong tac véi cac Pod dang chay

kubectl run -i --tty busybox --image=busybox -- sh # Chay pod trong mot shell tuong tac

kubectl run nginx --image=nginx --restart=Never -n

mynamespace # Chay pod nginx trong mdot namespace cu th[]

kubectl run nginx --image=nginx --restart=Never # Chay pod nginx va ghi spec c[a no vao file c0
tén pod. yaml

--dry-run -o yaml > pod. yaml

kubectl attach my-pod -i # Pinh kem voi container dang chay

kubectl port-forward my-pod 5000: 6000 # L[hg nghe tréen c[hg 5000 c[h may local va chuy[h ti[p sa
c[hg 6000 trén pod my-pod

kubectl exec my-pod -- ls / # Chay lénh trong mot pod (truong hop 1 container)

kubectl exec my-pod -c my-container -- 1s / # Chay lénh trong pod (truong hop nhi[lu container)

kubectl top pod POD NAME --containers # Hi[h thi s[] lieu c[k pod va container chay trong no

11. Tuong tac véi cac node va cum cluster

kubectl cordon my-node # DPanh d[u my-node la khong th[ lap lich

kubectl drain my-node # GO my-node ra kh[i cum d[J chu[h bi cho viéc b[p tri

kubectl uncordon my-node # Panh d[lu my-node co th[ lap lich tr[ lai

kubectl top node my-node # Hi[h thi s[] liéu c[k node

kubectl cluster-info # Hi[h thi dia ch[] master va cac services

kubectl cluster-info dump # K[t xu[lt trang thai hiéen tai c[ cum ra ngoai stdout

kubectl cluster-info dump --output-directory=/path/to/cluster-state # K[t xu[t trang thai hién

tai c[p cum vao /path/to/cluster-state
kubectl taint nodes foo dedicated=special-user: NoSchedule

12. Cac loai tai nguyén

Liét ké tat ca cac loai tai nguyén dugc hd trg cung vdi tén viét tat ciia ching, APl group, cho du
ching la namespaced, va Kind:

kubectl api-resources
Céac hoat déng khac dé€ kham pha céac tai nguyén API:

kubectl api-resources --namespaced=true # T[it c[]J cac tai nguyéen duoc dat tén
kubectl api-resources --namespaced=false # T[t c[J cac tai nguyen khong duoc dat tén

kubectl api-resources -o name # T[t c[] cac tai nguyen voi d[u ra don gi[h (ch[ g[n tén tai nguyé



kubectl api-resources -o wide # T[t c[] cac tai nguyén voi d[u ra m[ rong
kubectl api-resources --verbs=list, get # T[t c[] cac tai nguyen h[] tro yeu c[u "list" va "get"
kubectl api-resources --api-group=extensions # T[t c[] tai nguyen trong nhom API "tién ich m[

rong"



V4

Kubernetes Label - Nhan do6
tugng trong Kubernetes

Label (nhan) la co ché dugc sir dung dé té chirc cac doi tugng Kubernetes. Label la mét cap key -

value véi véi mot s6 han ché nhat dinh lién quan dén d6 dai va cac gia tri dugc phép nhung khdéng
c6 bat ky y nghia nao dugc xac dinh trudc. Ban cé thé ty do chon Label phl hgp hoac dé thé hién

tén, moi truong, quyén sé hitu...

Lahe] Selector

- Tao Pod véi label sir dung kubectl apply:

apiVersion: vl
kind: Pod
metadata:
name: labelex
labels:
env: development

spec:
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containers:

- name: sise
image: quay. io/openshiftlabs/simpleservice: 0. 5.0
ports:

- containerPort: 9876

- Hién thi label cta pod vtra tao:

kubectl get pods --show-labels

Két qua:
NAME READY  STATUS RESTARTS  AGE  LABELS
labelex 1/1 Running 0 6s env=development

- Thém Label cho pod bang cach:

kubectl label pods labelex owner=michael

Két qua:
NAME READY  STATUS RESTARTS AGE LABELS
labelex 1/1 Running 0 65s env=development, owner=michael

- Filter pod theo label:

kubectl get pods --selector owner=michael

- Xéa pod theo label:

kubectl delete pods -1 'env in (production, development)'

- Xéa pod str dung kubectl delete:

kubectl delete pods labelex

kubectl delete pods labelexother



Kubernetes Deployment -
Trién khai &'ng dung bang
Deployment

Deployment la mot supervisor (kich ban thuc hién) cho cédc Pod, cung cap cho ban quyén kiém soat
chi tiét vé cach thic va thoi diém mot phién ban Pod méi dugc trién khai cling nhu quay tro lai
trang thai trudc do.

Deployment

“l want three of my
Node.js app Pods running”

1. Tao Kubernetes Deployment

- File: nginx- deployment. yaml
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apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx- deployment
labels:
app: nginx
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.14.2
ports:

- containerPort: 80
- Gidi thich: Trong vi du trén:

e Deployment dugc tao véi tén nginx-deployment da dugc tao, dugc chi dinh bdi trudng
metadata. name
e Deployment dugc tao véi 3 replicated Pod, dugc chi dinh bdi trudng spec.replicas
e Truong spec. selector dinh nghia cach Deployment tim thay Pod can quan ly. Trong
truong hop nay, chidng ta s dung label ctia Pod (app: nginx ). Tuy nhién, cé thé thuc hién
cac quy tac lua chon phuc tap han, mién la ban than mau Pod théa méan quy tac.
e Truong template chra céc théng tin sau:
o template.metadata: Label (nhan) cda Pod app: nginx dugc chi dinh bdi trudng
metadata. labels
o template.spec: Dac diém ky thuat cia Deployment
o Trong vi du nay, Pod cé mdt container, chay nginx image version 1.14.2 (tu
docker hub)
o name: Tén container
o image: Docker image
o ports: Cac port clia container tuong Ung véi port cla image sau khi chay

- Thuc hién:

kubectl apply -f nginx- deployment. yaml



- Kiém tra:

kubectl get deployments

NAME READY  UP-TO-DATE  AVAILABLE AGE
nginx- deployment 0/3 0 0 1s

Khi ban kiém tra Deployment, cac truong sau dugc hién thi:

o NAME: Liét ké tén cla cac Trién khai trong khéng gian tén.

e READY: Hién thij sé lugng ban sao cla ng dung c6 san cho ngudi dung cla ban. N6 theo
mau da san sang / mong muén.

e UP-TO-DATE: Hién thi s6 lugng ban sao da dugc cap nhat dé€ dat dugc trang thai mong
muon.

e AVAILABLE: Hién thj s6 lugng ban sao cia (ng dung cé san cho nguoi dung cda ban.

e AGE: Hién thi lugng thoi gian ng dung da chay.

- D& kiém tra trang thai thuc hién cha Deployment, thuc hién kubectl rollout status
deployment/nginx- deployment

Waiting for rollout to finish: 2 out of 3 new replicas have been updated..

deployment "nginx- deployment" successfully rolled out

- Ki€ém tra s6 lugng ReplicaSet dugc tao bdi Deployment, thuc hién:

kubectl get rs

NAME DESIRED  CURRENT READY  AGE
nginx- deployment- 756755897 3 3 3 18s

ReplicaSet hién thi cac truong sau:

o NAME: Liét ké tén cla ReplicaSets trong khéng gian tén.

e DESIRED: Hién thi sé lugng ban sao mong muén cla Uing dung ma ban xac dinh khi tao
Trién khai. Day la trang thadi mong muon.

o CURRENT: Hién thi s6 lugng ban sao hién dang chay.

e READY: Hién thij sé lugng ban sao cia (ng dung cé san cho nguoi dung clda ban.

e AGE: Hién thi lugng thoi gian ing dung da chay.

- PE kiém tra Pod dugc tao, thuc hién:

kubectl get pods --show- labels



NAME READY
nginx- deployment- 75675f5897-7ci7o0 1/1
template- hash=3123191453

nginx- deployment- 75675f5897-kzsz]j 1/1
template- hash=3123191453

nginx- deployment- 75675f5897-qqcnn  1/1
template- hash=3123191453

2. Cap nhat Deployment

STATUS

Running

Running

Running

RESTARTS
0

AGE
18s

18s

18s

LABELS
app=nginx, pod-

app=nginx, pod-

app=nginx, pod-

- Thuc hién cap nhat nginx Pod st dung image version nginx: 1. 16. 1 tU version nginx: 1.14.2

kubectl set image deployment. vl. apps/nginx-deployment nginx=nginx: 1.16.1

hodc s dung:

kubectl set image deployment/nginx-deployment nginx=nginx: 1. 16.1

Két qua:

deployment. apps/nginx- deployment image updated

Tuy nhién, ching ta c6 thé edit Deployment va thay d6i . spec. template. spec. containers[ 0]. image

nginx: 1. 14. 2 thanh nginx:1.16.1 :

kubectl edit deployment/nginx-deployment

Két qua:

deployment. apps/nginx- deployment edited

- Ki€ém tra trang thai Deployment rollout, ReplicaSet, Pod theo cdc command & trén dé kiém tra chi

tiét.
3. Kiém tra chi tiét Deployment

- Kiém tra chi tié€t Deployment, thuc hién:

kubectl describe deployments

- Két qua:



Name: nginx- deployment

Namespace: default

CreationTimestamp: Thu, 30 Nov 2017 10: 56: 25 +0000

Labels: app=nginx

Annotations: deployment. kubernetes. io/revision=2

Selector: app=nginx

Replicas: 3 desired | 3 updated | 3 total | 3 available | 0 unavailable
StrategyType: RollingUpdate

MinReadySeconds: 0

RollingUpdateStrategy: 25% max unavailable,

Pod Template:

Labels: app=nginx

Containers
nginx:
Image: nginx: 1.16.1
Port: 80/TCP
Environment: <none>
Mounts: <none>
Volumes: <none>
Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

OldReplicaSets: <none>

25% max surge

NewReplicaSet: nginx- deployment-1564180365 (3/3 replicas created)

Events:
Type Reason
Normal ScalingReplicaSet
deployment-2035384211 to 3
Normal ScalingReplicaSet
deployment-1564180365 to 1
Normal ScalingReplicaSet
deployment-2035384211 to 2
Normal ScalingReplicaSet
deployment-1564180365 to 2
Normal ScalingReplicaSet
deployment-2035384211 to 1

Normal ScalingReplicaSet

Age

2m

24s

22s

22s

19s

19s

From

deployment-controller

deployment- controller

deployment- controller

deployment- controller

deployment- controller

deployment- controller

Message

Scaled up replica set nginx-

Scaled up replica set nginx-

Scaled down replica set nginx-

Scaled up replica set nginx-

Scaled down replica set nginx-

Scaled up replica set nginx-



deployment-1564180365 to 3
Normal ScalingReplicaSet 14s deployment-controller Scaled down replica set nginx-

deployment-2035384211 to 0

4. Deployment Rollover

Méi khi Deployment controller quan sat thdy mot kich ban trié€n khai Deployment mdi (cap nhat),
mot ReplicaSet méi dugc tao dé quan ly cac Pod. Néu Deployment dugc update, ReplicaSet dang
ton tai co label trung . spec. selector nhung khéng tring template. spec. selector Sé bi scaled down.
Cubi cung, mot ReplicaSet méi sé dugc scaled téi .spec.replicas va tat ca cac ReplicateSet cii sé bi
scaled vé 0

Néu ching ta cap nhat Deployment trong khi Deployment rollout hién tai dang trong qua trinh thuc
thi, Deployment sé tao mot ReplicaSet méi theo ban cép nhat va bat dau scaling up, va ReplicaSet
hién tai sé dugc thém vao danh sach ReplicaSet cli d€ thuc hién scaling down

Vi du: Trong trudng hgp ching ta tao Deployment d€ tao 5 replicas cla nginx: 1. 14. 2 , nhung sau
do thuc hién cap nhat Deployment dé€ tao 5 replicas cla nginx: 1.16.1 , khi m&i chi 3 replicas cua
nginx: 1. 14. 2 da duogc tao. Trong truong hgp nay, Deployment sé ngay lap tuc killing 3 Pod

nginx: 1.14. 2 (ma khdéng cho dén IUc tao du 5 pod nginx: 1. 14. 2 ) d& dugc tao nay, sau dé thuc hién
tao pod nginx: 1.16.1 theo kich bdn Deployment méi.

5. Rolling Back a Deployment

continue..



Hudng dan cai dat Sonatype
Nexus 3 trén Kubernetes

Nexus Repository Manager la mot cong cu dung dé luu trir cac thu vién dependencies ma chidng ta
can dé sir dung trong cac du an.

~.
I

nexus
repository

Deployment. yaml

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: sonatype-registry-data
spec:
storageClassName: local-path
accessModes
- ReadWriteOnce
resources:
requests:
storage: 10Gi
apiVersion: vl
kind: Service
metadata:

name: sonatype-service
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spec:
ports:
- name: sonatype-registry
port: 8081
protocol: TCP
targetPort: 8081
selector:
app: sonatype-registry
apiVersion: apps/vl
kind: Deployment
metadata:
name: sonatype-registry
labels:
app: sonatype-registry
spec:
replicas: 1
selector:
matchLabels:
app: sonatype-registry
template
metadata:
labels:
app: sonatype-registry
spec:
volumes:
- name: registry-vol
persistentVolumeClaim:
claimName: sonatype-registry-data
containers:
- image: sonatype/nexus3
name: nexus
ports:
- containerPort: 8081
volumeMounts:
- name: registry-vol
mountPath: /nexus-data

subPath: sonatype



Kubernetes Service - Truy
cap Service trong
Kubernetes

Service trong Kubernetes la mot tai nguyén dé quan ly Pod va cung cap cac chinh sach truy cép

dén cac Pod do.

Kubernetes Service

A service allows you to dynamically access a group of replica pods.

port 30080 port 3008
POD
L»iport 80
u POD
‘ S ’, POD

Node 1 Node 2
IP:172.31.41.126 IP:172.31.47.81

Hi€u moét cach don giadn, dé€ cé thé truy cap vao cac Pod trén Kubernetes thi can phai khai bao
Service cho nd, cac loai Service trong Kubernetes bao gom:

o ClusterlP: Expose 1 port dé giao ti€p vGi Pod trong cluster vdi internal IP. Loai nay thuong
dugc sr dung trong truong hop Pod chi giao ti€p ndi bd véi nhau trong cung cluster (bén
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ngoai/end user sé khong truy cap dugc). DPay la loai mac dinh cla Service.

e NodePort: Expose 1 static public port (mac dinh trong khoang 30000 - 32767) cho Pod
trén moi Node IP, dugc hi€u la Kubernetes sé NAT port d€ cho phép nguoi sir dung cé thé
truy cap vao céc Pod dang dugc deploy trén Node dé tir bén ngoai bang dia chi:

<NodelP>:<NodePort>. Loai nay thuong dugc st dung trong truong hop phuc vu test/thu

nghiém.
e LoadBalancer: Expose 1 public port cho Pod trén 1 dia chi IP, cho phép nguai st dung

truy cap dich vu tr bén ngoai. Diém khac biét so véi NodePort, dé la luu lugng nay sé dugc

phén tai cho tat cd cac Pod trén céc Node theo co ché load balancer (can bang tai). Loai
nay thuong dugc st dung khi can cung cép truy cap dén dich vu cho nguai dung.

o ExternalName: Day la loai service c6 co ché tach biét mot chit so véi 3 loai service phia
trén. Loai service nay khéng st dung selectors ma thay vao dé lai s& dung tén DNS. N6
anh xa mot service véi mot tén DNS la ndi dung cua trudng externalName (Vi du:
app.test.com). Khi ban mudn truy cap vao tén service dé, thay vi tra vé cluster-ip cla
service nay, no sé tra vé ban ghi CNAME vdi gia tri dugc dé cap trong externalName

Cloud Provider

- .

ClusterIP <~ 5 INTERNAL_IP:PORT

-

H Node NodePorthode i—» NODE_IP:NODE_PORT
LoadBalancer 4> LOADBALANCER_IP
ExternalName > EXTERNALSERVICE_ALIAS

Externa

Service

Cung tim hi€u céch khai bdo cac Service trong Kubernetes theo vi du sau:

- Tao Pod:

apiVersion: vl
kind: Pod
metadata:
name: myapp-pod
labels:
app: myapp
type: front-end
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spec:
containers:
- name: nginx-container

image: nginx

- Khai bdo Service ClusterlP:

apiVersion: vl
kind: Service
metadata:
name: front-end-service
spec:
type: ClusterIP
selector:
app: myapp
type: front-end
ports:
- targetPort: 80
port: 80

- Khai bdo Service NodePort:

apiVersion: vl
kind: Service
metadata:
name: myapp-service
spec:
type: NodePort
selector:
app: myapp
type: front-end
ports:
- targetPort: 80
port: 80
nodePort: 32593

- Khai bdo Service LoadBalancer:

apiVersion: vl
kind: Service

metadata:



name: my-service
spec:
type: LoadBalancer
ports:
- port: 80
targetPort: 9376
nodePort: 31000

selector:

app: myapp

- Khai bdo Service ExternalName:

apiVersion: vl
kind: Service
metadata:

name: "google-service"
spec:

ports:

- port: 80
type: ExternalName

externalName: google. com

Tham khao: https://kubernetes.io/docs/concepts/services-networking/service/
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Hudng dan cai dat
Kubernetes trén Linux

5

kubennetes

& & & & &

docker docker docker docker docker

DE& cai dat mot Kubernetes cluster trén Linux, ban can thuc hién cac budc sau:

Bugc 1: Chudn bi méi truong

- Hé diéu hanh: Ubuntu hoac CentOS.
- Cai dat Docker dé€ c6 thé chay cac container trén cdc node cla cluster.

Budc 2: Cai dat Kubernetes Master Node
1. Thuc hién thanh phan chinh cda Kubernetes trén Master Node.

- Cai dat Kubernetes Control Plane (kubectl, kube-apiserver, kube-controller-manager, kube-
scheduler):

e Truy cap vao Master Node va md Terminal.
e Cai dat cac goi bang Iénh apt (Ubuntu) hoac yum (CentOS):

# Ubuntu
sudo apt-get update

sudo apt-get install -y apt-transport-https ca-certificates curl
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curl -s https: //packages. cloud. google. com/apt/doc/apt-key. gpg | sudo apt-key add -

echo "deb https: //apt. kubernetes. io/ kubernetes- xenial main" | sudo tee
/etc/apt/sources. list. d/kubernetes. list

sudo apt-get update

sudo apt-get install -y kubelet kubeadm kubectl

# Cent0S

sudo yum install -y yum-utils device-mapper-persistent-data lvm2

sudo yum- config- manager --add-repo https: //download. docker. com/linux/centos/docker-ce. repo
sudo yum install -y docker-ce

sudo systemctl start docker

sudo systemctl enable docker

sudo systemctl status docker

sudo systemctl enable kubelet

sudo systemctl start kubelet

- Thiét Iap Kubernetes Master Node: Khai tao Master Node bang Iénh “kubeadm init":

sudo kubeadm init --pod-network-cidr=10.244.0.0/16

Luu lai dau ra cu6i cing cta Iénh nay, badi vi nd chra théng tin xac thuc can thiét dé két néi cac
Worker Node véi Master Node.

- Thiét 1ap moi truong cho “kubectl!':

mkdir -p $HOME/. kube
sudo cp -1 /etc/kubernetes/admin. conf $HOME/. kube/config
sudo chown $(id -u):$(id -g) $HOME/. kube/config

- Cai dat mét mang Pod (vi du: Flannel):

kubectl apply -f https: //raw. githubusercontent. com/coreos/flannel/master/Documentation/kube-

flannel. yml

- X4c minh trang thai cia Master Node:

kubectl get nodes

Néu moi th&r déu ding, Master Node sé& dugc hién thi lam "Ready".

Budc 3: Cai dat Kubernetes Worker Nodes



1. Thuc hién cai dat cac thanh phan cta Kubernetes trén Worker Nodes.
- Cai dat Kubernetes Worker Node:

e Truy cap vao Worker Node va md Terminal.
e Cai dat cac g6i gidbng nhu trén Master Node (budc 2.1).

- Tham gia vao Kubernetes Cluster: S dung théng tin xac thuc tir dau ra cda Iénh “kubeadm init’
trén Master Node d3 thuc hién dé tham gia vao cluster:

sudo kubeadm join <master-node-ip>: <master-node-port> --token <token> --discovery- token- ca-

cert-hash <hash>

Thay thé " <master-node-ip>:<master-node-port>", *<token>", va ‘<hash>" bang cac théng tin
tuong Ung tir dau ra clda lénh “kubeadm init".

- X4c minh trang thai cia cac Worker Nodes: Trén Master Node, chay |énh:
kubectl get nodes
Céc Worker Node da tham gia vao cluster sé hién thi "Ready".

Budc 4: Kiém tra cluster

- Bay gi0 ban da cé mét Kubernetes cluster hoat dong trén Linux. Ban c6 thé kiém tra trang thai

cla cluster bang cach chay cac |énh “kubectl’ . Tham khdo cac I1énh kubectl tai day

Vi cac budc trén, ban da cai dat thanh cong mét Kubernetes cluster trén Linux. Luu y rang day chi
la hudng dan co ban va cé thé can diéu chinh tuy thudc vao phién ban Linux va cac yéu cau cu thé
cla ban.


https://laptrinh.vn/books/kubernetes/page/lenh-co-ban-trong-kubernetes

Kubernetes - Job

Kubernetes Job la mét déi tugng dugc st dung dé€ chay céc tdc vu hoac céng viéc mot 1an trong
Kubernetes. Cac cong viéc nay dugc thiét 1ap d€ bat dau va két thic mot lan duy nhat, khdng giong
nhu cac Pod théng thuong, cac Pod déng vai tro dé€ chay cac ing dung lién tuc.

kubennetes

& & & & &

docker docker docker docker docker

Trong mét Job, Kubernetes sé tao ra mét hoac nhiéu Pod dé chay cac céng viéc can thiét. Méi Pod
sé dugc tao ra va chay cho dén khi cong viéc dugc hoan thanh. Sau dé, Pod sé ty déng bi xda bo.
Tuy nhién, néu Pod bi gidn doan hoac khéng thé hoan thanh céng viéc, Kubernetes sé tao ra mot
Pod mdéi dé ti€p tuc céng viéc.

Céc Job dugc sir dung phé bién trong cac truong hop sau:

e Tao ra dit liéu mau hoac dir liéu test

e XUrly céc tdc vu batch hoac cac tac vu dit liéu 16n
e Backup hoac khoi phuc dir liéu

e Cap nhat dir liéu

Dé tao moét Kubernetes Job, ban can dinh nghia mot file YAML ch(ra thong tin vé Job, bao gém ca
cac Pod can duoc tao ra. Sau dé, ban chay Iénh kubectl apply -f <tén file YAML> d€ tri€n khai Job.

Vi du dudi day la moét file YAML don gidn dé tao mét Job trong Kubernetes:

apiVersion: batch/vl
kind: Job

metadata:
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name: my-job
spec:
template:
spec:
containers:
- name: my-container
image: busybox
command: ["echo", "Hello from the Kubernetes Job!"]
restartPolicy: Never

backoffLimit: 4

Trong vi du nay, Job sé tao mot Pod chay mot container véi hinh anh BusyBox, va thuc hién |énh
echo "Hello from the Kubernetes Job!" . Sau khi cong viéc hoan thanh, Pod sé bi x6a bd va Job sé
duoc dadnh dau la da hoan thanh.

Ban c6 thé kiém tra trang thai cla cac Job bang Iénh kubectl get jobs . Néu ban mudn xem chi tiét
vé mot Job cu thé, ban cé thé sir dung Iénh kubectl describe job <tén job> .

D6 la nhiing chi tiét co ban vé Kubernetes Job. Néu ban muén tim hiéu thém vé cac déi tugng va
tinh nang khac cla Kubernetes, hay tham khao tai liéu chinh thic cda Kubernetes.



Kubernetes - Labels &
Selectors

kubennetes

& & & & &

docker docker docker docker docker

Labels la cac cap key/value cé thé dugc gan vao cac déi tugng Kubernetes, chang han nhu céc Pod,
Services va Deployments. Labels dugc st dung dé€ t6 chirc va chon céc déi tugng trong mot cluster
Kubernetes.

Selectors dugc st dung dé loc cac doi tugng dua trén cac Labels cla ching. Selectors c6 thé duogc
str dung dé€ chon céc doi tugng cho cac hanh dong nhu mé rong hoac thu nhé moét Deployment,

hoac dé dinh hudng luu lugng mang dén mot Service cu thé.

Labels va Selectors hoat ddng cung nhau dé tao ra mét hé thong manh mé dé t6 chirc va quan ly
cac doi tuong trong mot cluster Kubernetes.

Cu phap Labels

Labels bao gom mot key va mét value, dugc phan tach baéi dau bang (=). Vi du:

app=nginx

Labels cling cé thé dugc gan cho cac déi tugng Kubernetes bang ci phap YAML, nhu sau:
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metadata:
labels:

app: nginx

CuU phap Selectors

Selectors dugc s dung dé loc cac doi tuong dua trén cac Labels clia chidng. Selectors cé thé dugc
str dung dé chon céc doi tugng cho cac hanh dong nhu mé rong hoac thu nhé moét Deployment,
hoac dé dinh huéng luu lugng mang dén mét Service cu thé.

Selectors dugc chi dinh bang cu phép tuong tu nhu Labels. Vi du, mot selector chon tat ca cac doi
tugng véi Label "app=nginx" sé trong nhu sau:

app=nginx

Selectors cling cé thé dugc st dung dé chon cac déi tuong dua trén nhiéu Labels. Vi du, mét
selector chon tat ca cac doéi tugng véi Label "app=nginx" va Label "environment=production" sé
trong nhu sau:

app=nginx, environment=production

Két luan

Labels va Selectors la nhitng céng cu manh mé dé t6 chirc va quan ly cac doi tugng trong mot
cluster Kubernetes. Bang cach str dung Labels va Selectors, ban cé thé dé dang nhdm cac déi
tugng lién quan vdi nhau va chon ching cho cac hanh déng cu thé.



Kubernetes - Namespace

Namespace trong Kubernetes dugc stir dung dé phan chia cum Kubernetes thanh cac phan riéng
biét, gilp quan ly cac déi tugng trong cum tré nén dé dang hon. M&i namespace chra cac déi tugng
Kubernetes, chdng han nhu Pod, Service va Deployment, dugc phan biét véi cadc déi tuong trong
cadc namespace khac.

kubennetes
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docker docker docker docker docker

Kubernetes sir dung mot namespace mac dinh, goi la namespace mac dinh. Néu khéng chi dinh
namespace cho mot doi tugng, nd sé dugc tao trong namespace mac dinh.

Ban c6 thé tao namespace mdi bang Iénh kubectl create namespace <tén namespace> . Sau do, ban cé
thé chuyén déi gilta cdc namespace bang Iénh kubectl config set-context --current --

namespace=<tén namespace> .

Vi du dudi day la moét file YAML don gidn dé tao mot namespace trong Kubernetes:
apiVersion: vl
kind: Namespace

metadata:

name: my-namespace
Trong vi du nay, mot namespace cé tén la my-namespace sé dugc tao.

Vi du: sau day minh hoa céch s&r dung namespace trong Kubernetes dé phan chia &rng dung thanh
cac phan riéng biét.
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Gia sr ban c6 m6t iing dung web dan gian gom hai thanh phan: mot Pod chay Apache va mot
Service dé€ dinh tuyén luu lugng dén Pod.

Ban muén tri€n khai ing dung nay trong hai méi truéng: moi truong san xuat va moi truong ki€ém
thir. Ban muon ca hai moi truong nay hoat déng trén cing mot cum Kubernetes, nhung ban mudn
ching dugc phéan biét véi nhau bang namespace.

Pau tién, ban tao hai namespace méi bang |énh kubectl create namespace production Vva kubectl

create namespace staging .

Sau dé, ban dinh nghia mét file YAML dé trién khai ('ng dung trong méi trudng san xuat:

apiVersion: vl
kind: Service
metadata:
name: my-service
namespace: production
spec:
selector:
app: my-app
ports:
- name: http
port: 80
targetPort: 80
apiVersion: vl
kind: Pod
metadata:
name: my-pod
namespace: production
spec:
containers:
- name: my-container
image: httpd
ports:
- containerPort: 80
env:
- name: ENVIRONMENT

value: production

Trong file YAML nay, mét Service va mot Pod sé dugc trién khai trong namespace production.
Service dugc dinh nghia dé dinh tuyén luu lugng dén Pod, trong khi Pod chay mot container Apache



va dinh nghia bién moi truong ENVIRONMENT V@i gié tri production.

NE&u ban muodn trién khai ing dung trong moi truong ki€m thir, ban cé thé sira file YAML trén dé su
dung namespace staging thay vi production.



Kubernetes - Service

Kubernetes Service la mét tai nguyén quan trong dé dinh tuyén luu lugng trong cum Kubernetes.
Mot Service trong Kubernetes cung cdp mot dia chi IP 6n dinh cho mot tap hgp cac Pod, cho phép
cac Pod trong Service truy cap va tuong tac véi nhau bang cach s dung dia chi IP nay.

Mét Service trong Kubernetes dugc dinh nghia bang mét file YAML, bao gom céc théng tin nhu tén
Service, tap hgp céc Pod dugc lién két véi Service, cong va giao thic si dung dé truy cap Service.

Ban cé thé tao mot Service mdGi bang 1énh kubectl create service <tén service> . Sau do, ban cé
thé stra file YAML cuUa Service bang Iénh kubectl edit service <tén service> .

Vi du: sau day minh hoa cach st dung Service trong Kubernetes dé dinh tuyén luu lugng dén céac
Pod trong cum.

Gid s ban c6 mot ing dung web don gidn gom hai thanh phan: mot Pod chay Apache va mét Pod
chay MySQL. Ban muén dinh tuyén luu lugng dén Pod Apache tir bén ngoai cum Kubernetes va dinh
tuyén luu lugng tir Pod Apache dén Pod MySQL. Ban muén cac Pod nay dugc trién khai trén cling
mot Node trong cum Kubernetes.

Pau tién, ban tao hai Pod mdi trong cum Kubernetes bang Iénh kubectl run <tén pod> --image=<tén
image> . Sau dd, ban tao mot file YAML dé€ tri€n khai Service cho cac Pod nay:

apiVersion: vl
kind: Service
metadata:
name: my-service
spec:
selector:
app: my-app
ports:
- name: http
port: 80
targetPort: 80

Trong file YAML nay, mét Service cé tén la my-service sé dugc tao. Service nay sé dinh tuyén luu
lugng dén céc Pod dugc lién két vdi Service bang cédch sir dung selector app: my-app . C8ng 80 sé
dugc st dung dé truy cap Service.

Sau dé, ban trién khai file YAML nay bang Iénh kubectl apply -f <tén file YAML> .



Mong rang théng tin nay sé gitip ban hi€u rdé hon vé Kubernetes Service. Hay dé lai cau hdi néu can
thém thoéng tin.



Kubernetes - Replication
Controller

Replication Controller trong Kubernetes la mot tai nguyén quan trong dé quan ly sé lugng Pod trong
cum Kubernetes. N6 ddm bao rang sé lugng Pod dang chay trén cum Kubernetes luén dang véi s6
lugng dugc chi dinh.

kubennetes
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Mot Replication Controller trong Kubernetes dugc dinh nghia bang mét file YAML, bao gém cac
thong tin nhu tén Replication Controller, sé lugng Pod dugc yéu cau, template Pod, va cac thong tin
khac.

Ban c6 thé tao mot Replication Controller méi bang 1énh kubectl create replicationcontroller <tén
Replication Controller> . Sau dé, ban c6 thé sira file YAML cla Replication Controller bang 1énh

kubectl edit replicationcontroller <tén Replication Controller> .

Vi du: sau day minh hoa cach s dung Replication Controller trong Kubernetes dé quan ly s6 lugng
Pod trong cum.

Gia sr ban c6 m6t iing dung web dan gian gom mot Pod chay Apache. Ban mudn trién khai ting
dung nay trén cum Kubernetes va dam bao rang ludn c6 hai Pod dang chay trong cum.

Dau tién, ban tao mot file YAML dé€ dinh nghia Replication Controller cho (rng dung ctia minh:
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apiVersion: vl
kind: ReplicationController
metadata:
name: my-controller
spec:
replicas: 2
selector:
app: my-app
template
metadata:
labels:
app: my-app
spec:
containers:
- name: my-container
image: httpd
ports:
- containerPort: 80
env:
- name: ENVIRONMENT

value: production

Trong file YAML nay, mot Replication Controller cé tén la my-controller sé dugc tao. Replication
Controller nay sé dam bao rang luén cé hai Pod dang chay trong cum Kubernetes. Cac Pod dugc
lién két véi Replication Controller bang cach st dung selector app: my-app . M6i Pod sé chay mét
container Apache va dinh nghia bién moi trugng ENVIRONMENT vdi gia tri production.

Sau dd, ban trién khai file YAML nay bang Iénh kubectl apply -f <tén file YAML> .

Mong rang théng tin nay sé gilp ban hi€u ré hon vé Replication Controller trong Kubernetes. Hay
dé€ lai cau hdi néu can thém thong tin.



Kubernetes - Replica Sets

Replica Sets trong Kubernetes la mét tai nguyén quan trong dé quan ly sé lugng Pod trong cum
Kubernetes. N6 ddm bao rang sé lugng Pod dang chay trén cum Kubernetes luén dang véi s6 lugng
dugc chi dinh.
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Mét Replica Set trong Kubernetes dugc dinh nghia bang mét file YAML, bao gém céc théng tin nhu
tén Replica Set, s6 lugng Pod dugc yéu cau, template Pod, va cac thong tin khac.

Ban c6 thé tao mét Replica Set mGi bang I1énh kubectl create replicasets <tén Replica Set> . Sau
do, ban c6 thé sura file YAML clGa Replica Set bang I1énh kubectl edit replicasets <tén Replica Set> .

Vi du: sau day minh hoa céch s dung Replica Sets trong Kubernetes dé quan ly sé lugng Pod
trong cum.

Gia sr ban c6 m6t iing dung web dan gian gom mot Pod chay Apache. Ban mudn trién khai Uing
dung nay trén cum Kubernetes va dam bao rang luén cé hai Pod dang chay trong cum.

Dau tién, ban tao mot file YAML dé€ dinh nghia Replica Set cho (rng dung ciia minh:

apiVersion: apps/vl
kind: ReplicaSet
metadata:

name: my-replicaset
spec:

replicas: 2
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selector:

matchLabels:
app: my-app
template
metadata:
labels:
app: my-app
spec:
containers:

- name: my-container
image: httpd
ports:
- containerPort: 80
env:
- name: ENVIRONMENT

value: production

Trong file YAML nay, mét Replica Set c6 tén la my-replicaset sé dugc tao. Replica Set nay sé dédm
bao rang ludn c6 hai Pod dang chay trong cum Kubernetes. Cac Pod duogc lién két vGi Replica Set
bang cach st dung selector app: my-app . MOi Pod sé chay mét container Apache va dinh nghia bién
moi truong ENVIRONMENT véi gia tri production.

Sau d4, ban trién khai file YAML nay bang Iénh kubectl apply -f <tén file YAML> .

Mong rang théng tin nay sé gitip ban hi€u ré hon vé Replica Sets trong Kubernetes. Hay d€ lai cau
hdi néu can thém thong tin.



Kubernetes - Volume

Volume trong Kubernetes la mét tai nguyén quan trong dé€ quan ly luu trir dt liéu trong céc Pod. N6
cho phép cac Pod chia sé dit liéu véi nhau va luu trir dit liéu khi Pod bi xéa va khdéi chay lai.

kubennetes

& & & & &

docker docker docker docker docker

M6t Volume trong Kubernetes dugc dinh nghia bang mot file YAML, bao gém céac théng tin nhu tén
Volume, loai Volume, va cac thong tin khac. Cé nhiéu loai Volume khac nhau trong Kubernetes, bao
gom:

e emptyDir: mot Volume trong dugc tao ra khi mot Pod dugc khéi dong va bi x6a khi Pod bi
x0a.

e hostPath: mot Volume dugc gan két véi mot dudng dan trén may chu, cho phép cac Pod
truy cap dir liéu truc ti€p trén may cha.

e persistentVolumeClaim: mét Volume dugc yéu cau tlr cum dé sir dung véi mot
PersistentVolume.

Ban c6 thé tao mot Volume mdi bang 1énh kubectl create -f <tén file YAML> . Sau dd, ban c6 thé
stra file YAML cla Volume bang Iénh kubectl edit <tén Volume> .

Vi du: Sau day minh hoa cach st dung Volume trong Kubernetes dé€ chia sé di liéu gilra hai Pod.
Gid s ban c¢6 hai Pod chay trong cuing mot cum Kubernetes. Pod dau tién la mét Pod Apache chira
tat cd cac tép tin can thiét dé€ chay mét trang web don gian. Pod th{ hai la m6t Pod MySQL chia
mot co sé& dir liéu MySQL. Ban muén chia sé d{r liéu trang web gilta hai Pod nay, dé trang web c6

thé truy cap co sé dir liéu.

Dau tién, ban tao mot Volume va dinh nghia né trong file YAML nhu sau:
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apiVersion: vl
kind: Volume
metadata:

name: my-volume
spec:

emptyDir: {}

Sau do, ban sia file YAML cta Pod Apache dé s&r dung Volume nay bang cach thém doan méa sau:

spec:
containers:
- name: apache
image: httpd
volumeMounts
- name: my-volume
mountPath: /var/www/html
volumes:

- name: my-volume

emptyDir: {}

Cudi cung, ban sua file YAML cGia Pod MySQL dé sir dung Volume nay bang cach thém doan ma
sau:

spec:
containers:
- name: mysql
image: mysql
volumeMounts
- name: my-volume
mountPath: /var/lib/mysql
volumes:

- name: my-volume

emptyDir: {}

Sau khi trién khai cac file YAML nay, Pod Apache va Pod MySQL sé cé thé truy cap cung mét
Volume va chia sé dit liéu trang web.



Kubernetes - Secret

Secret trong Kubernetes la mét tai nguyén quan trong dé€ quan ly cac théng tin nhay cam nhu mat
khau, chiing chi TLS, hoac khéa SSH.

kubennetes

& & & & &

docker docker docker docker docker

Mét Secret trong Kubernetes dugc dinh nghia bang mot file YAML, bao gém céc thong tin nhu tén

Secret, dit liéu nhay cdm dugc ma hda, va cac thong tin khac. Cé nhiéu loai Secret khac nhau trong
Kubernetes, bao gom:

e Opaque: loai Secret mac dinh dugc s dung dé luu trir cadc dir liéu nhay cam khong dugc
ma hoa.

e kubernetes.io/tls: loai Secret dugc st dung dé€ luu trir cac chidng chi TLS.

o kubernetes.io/dockerconfigjson: loai Secret dugc stir dung dé Iuu trit théng tin dang nhéap
Docker.

Ban c6 thé tao mét Secret méGi bang I1énh kubectl create secret <loai Secret> <tén Secret> - - from-
literal=<tén khoa>=<gia tri> hodac kubectl create -f <tén file YAML> . Sau do, ban co thé sua file
YAML cUa Secret bang |énh kubectl edit secret <tén Secret> .

Vi du: Sau day minh hoa céch s&r dung Secret trong Kubernetes dé€ luu trir mat khau cta co sé dir
liéu.

Gia sir ban c6 m6t ca sé dir liéu MySQL chay trén cum Kubernetes va ban muéon dat mat khau cua
co s6 dir liéu nay vao moét Secret dé€ tranh 16 thong tin nhay cdm. Pau tién, ban tao mot Secret mai
bang Iénh sau:
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kubectl create secret generic mysql-pass --from-literal=password=MY PASSWORD

Trong d6 mysql-pass la tén cla Secret va MY PASSWORD la mat khau cla co sé dir liéu. Sau dé, ban
stra file YAML cla Pod MySQL d€ sir dung mat kh3u tir Secret bang cach thém doan ma sau:

spec:
containers:
- name: mysql
image: mysql
env:
- name: MYSQL ROOT PASSWORD
valueFrom:
secretKeyRef:
name: mysql-pass

key: password

Trong d6 mysql-pass la tén cla Secret va password la tén cla khda chira mat khau. Sau khi trién
khai file YAML nay, Pod MySQL sé st dung méat khau tir Secret d€ dang nhép vao cao sé dir liéu.



Kubernetes - Network Policy

Network Policy la mot tai nguyén quan trong trong Kubernetes dé quan ly luéng dir liéu gilra cac
Pod va Service. N6 cho phép ban dinh nghia cac quy tac dé kiém soat truy cap tir cadc Pod khac
nhau trong cung moét cum Kubernetes.

kubennetes

& & & & &

docker docker docker docker docker

Mét Network Policy dugc dinh nghia bang mét file YAML, bao gém cac théng tin nhu tén Network
Policy, cac quy tac truy cap va cac théng tin khac. Cac quy tac truy cap s dung cac két hgp cla
cac gia tri sau:

e podSelector : dinh nghia cac Pod ma Network Policy nay ap dung.

e policyTypes : dinh nghia cac loai truy cap dugc phép, bao gom Ingress va Egress.
e ingress : dinh nghia cac quy tac truy cap Ingress.

e egress : dinh nghia cac quy tac truy cép Egress.

Ban c6 thé tao mot Network Policy méi bang 1énh kubectl create -f <tén file YAML> . Sau dd, ban
c6 thé stra file YAML clia Network Policy bang 1énh kubectl edit networkpolicy <tén Network Policy> .

Vi du: Sau day minh hoa céch s dung Network Policy dé kiém soat truy cap gilra cac Pod trong
cung mot cum Kubernetes.

Gid sur ban c6 hai Pod trong cing mot cum Kubernetes: Pod A va Pod B. Ban mudn chi cho phép
Pod A truy cap Pod B qua c6ng 80. D€ lam diéu nay, ban tao mdt Network Policy véi cac quy tac
truy cap Ingress nhu sau:
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apiVersion: networking. k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-pod-a-to-pod-b
spec:
podSelector:
matchLabels:
app: pod-b
policyTypes
- Ingress
ingress:
- from:
- podSelector
matchLabels:
app: pod-a
ports:
- protocol: TCP
port: 80

Trong file YAML nay, mot Network Policy cé tén la allow-pod- a- to-pod-b sé dugc tao. Policy nay chi
cho phép Pod A truy cap Pod B qua c6ng 80. Cac Pod duogc lién két vGi Network Policy bang cach sk
dung selector app: pod-a va app: pod-b .

Sau khi trién khai file YAML nay, Network Policy sé dugc dp dung va chi cho phép Pod A truy cap
Pod B qua c6ng 80.



Kubernetes - Autoscaling

Autoscaling la mét tinh nang quan trong trong Kubernetes cho phép tu dong diéu chinh sé lugng
Pod dé dap Uing vai tai luu lugng truy cap dén (ng dung. N6 gilp t6i uu hda s dung tai nguyén va
dam bdo rang Gng dung luén san sang phuc vu nguodi dung.

kubennetes

& & & & &

docker docker docker docker docker

C6 hai loai autoscaling trong Kubernetes: Horizontal Pod Autoscaling (HPA) va Vertical Pod
Autoscaling (VPA).

Horizontal Pod Autoscaling (HPA)

HPA dugc st dung dé diéu chinh s6 lugng Pod cla mot Deployment hodc ReplicationController dua
trén tai luu lugng truy cap dén iing dung. N6 hoat déng bang cach s dung cdc metrics nhu CPU
utilization hoac custom metrics dé quyét dinh sé lugng Pod can tao ra hoac x6a ba.

DE& sir dung HPA, ban can thuc hién cac budc sau:

1. Cai dat cac metrics server dé€ thu thap théng tin vé tai nguyén va luu lugng truy céap.

2. Binh nghia mét HPA cho Deployment hodc ReplicationController ciia ban bang mét file
YAML.

3. Khi tai luu lugng truy cap dén (ng dung tang, HPA sé tu dong tao thém céc Pod dé dap
(ng vGi nhu cau va gidm s6 lugng Pod khi tai luu luogng truy cap gidm.

Horizontal Pod Autoscaling (HPA) la mét trong nhirng tinh nang quan trong nhat cdia Kubernetes.
N6 cho phép tu ddng diéu chinh s6 lugng Pod dé dap ang véi tai lugng truy cap dén (ng dung. HPA
hoat dong dua trén cac metrics nhu CPU utilization hodc custom metrics, va st dung thong tin nay
dé quyét dinh s6 lugng Pod can tao ra hoac xda bd. Khi tai luu lugng truy cap dén (ng dung tang,
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HPA sé tu dong tao thém céc Pod d€ dap Ung vaGi nhu cau va gidm sé lugng Pod khi tai luu lugng
truy cap giam.

Vi du: Gia st ban c6 mdt Deployment trong Kubernetes chra mot iing dung web. Ban muén su
dung HPA dé tu dong tao thém cac Pod khi CPU utilization ctia cac Pod hién cé vuot qua 80%.

Dau tién, ban can tao mot file YAML d€ dinh nghia HPA. Vi du:

apiVersion: autoscaling/vl
kind: HorizontalPodAutoscaler
metadata:
name: my-app-hpa
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: my-app
minReplicas: 1
maxReplicas: 10

targetCPUUtilizationPercentage: 80

Trong file YAML nay, mot HPA cé tén |a my- app-hpa sé& dugc tao. N6 lién két véi mot Deployment cé
tén la my-app . HPA sé gilr sé lugng Pod trong khoang tir 1 dén 10 va sé tu déng tao thém céc Pod
khi CPU utilization vugt qua 80%.

Sau khi tri€n khai file YAML nay, HPA sé bat dau thu thap thong tin vé CPU utilization va ty dong
diéu chinh s6 lugng Pod dé dap (ng vai tai luu lugng truy cap dén (ng dung.

Vertical Pod Autoscaling (VPA)

VPA dugc stir dung dé diéu chinh tai nguyén cla cac container trong Pod. N6 hoat déng bang céch
thay déi cac gia tri tai nguyén dugc yéu cau bdi container dé€ giam thiéu su 1&dng phi va tang kha
nang s dung tai nguyén. VPA ho trg cac container chay trén cac node Kubernetes va st dung cac
metrics nhu CPU va memory dé€ quyét dinh sé lugng tai nguyén can thiét cho moi container.

VPA hé trg cac container chay trén cac node Kubernetes va st dung cac metrics nhu CPU va
memory dé quyét dinh sé lugng tai nguyén can thiét cho moi container. N6 cé thé gitp gidm thiéu
su 1ang phi va tang kha nang st dung tai nguyén bang cach thay déi cac gia tri tai nguyén dugc
yéu cau bdi container.

Vi du:

apiVersion: apps/vl

kind: Deployment



metadata:
name: nginx-deployment
labels:
app: nginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:1.7.8
ports:

- containerPort: 80

- VPA resource:

apiVersion: autoscaling. k8s. io/vlbetal
kind: VerticalPodAutoscaler
metadata:
name: nginx- deployment- vpa
spec:
targetRef

apiVersion: "apps/vl"

kind: Deployment
name: nginx- deployment
updatePolicy

updateMode: "Off"

- Recommended resource:

recommendation
containerRecommendations:
- containerName: nginx

lowerBound:



cpu: 40m

memory: 3100k
target:

cpu: 60m

memory: 3500k
upperBound:

cpu: 831m

memory: 8000k

T6ng két

Autoscaling 1a mét tinh nang quan trong trong Kubernetes gitp tang kha nang san sang va téi uu
héa st dung tai nguyén. Horizontal Pod Autoscaling (HPA) va Vertical Pod Autoscaling (VPA) la hai
tinh nang chinh trong autoscaling cla Kubernetes, cung cap cac cach ti€p can khac nhau dé diéu
chinh s6 lugng Pod va tai nguyén cta ching.



