Kubernetes - Network Policy

Network Policy la m6t tai nguyén quan trong trong Kubernetes dé€ quan ly luéng d{r liéu gilra cac
Pod va Service. N6 cho phép ban dinh nghia cac quy tac dé kiém soat truy cap tir cdc Pod khac
nhau trong cung moét cum Kubernetes.
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Mét Network Policy dugc dinh nghia bang mét file YAML, bao gém cac théng tin nhu tén Network
Policy, cac quy tac truy cap va cac thong tin khac. Cac quy tac truy cap st dung cac két hgp cua
cac gia tri sau:

e podSelector : dinh nghia cdc Pod ma Network Policy nay dp dung.

e policyTypes : dinh nghia cac loai truy cap dugc phép, bao gom Ingress va Egress.
e ingress : dinh nghia cac quy tac truy cap Ingress.

e egress : dinh nghia cac quy tac truy cép Egress.

Ban c6 thé tao mot Network Policy mai bang 1énh kubectl create -f <tén file YAML> . Sau dé, ban
c6 thé stra file YAML cla Network Policy bang 1énh kubectl edit networkpolicy <tén Network Policy> .

Vi du: Sau day minh hoa cach sir dung Network Policy d€ kiém soat truy cap gilra cac Pod trong
cung mot cum Kubernetes.

Gid s ban c6 hai Pod trong cing mot cum Kubernetes: Pod A va Pod B. Ban mudn chi cho phép
Pod A truy cap Pod B qua cong 80. D€ lam diéu nay, ban tao mét Network Policy véi cac quy tac
truy cap Ingress nhu sau:
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apiVersion: networking. k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-pod-a-to-pod-b
spec:
podSelector:
matchLabels:
app: pod-b
policyTypes
- Ingress
ingress:
- from:
- podSelector
matchLabels:
app: pod-a
ports:
- protocol: TCP
port: 80

Trong file YAML nay, mot Network Policy cé tén la allow-pod- a- to-pod-b sé dugc tao. Policy nay chi
cho phép Pod A truy cap Pod B qua c6ng 80. Cac Pod duogc lién két vGi Network Policy bang cach sk
dung selector app: pod-a va app: pod-b .

Sau khi trién khai file YAML nay, Network Policy sé dugc dp dung va chi cho phép Pod A truy cap
Pod B qua c6ng 80.
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