Kubernetes - Secret

Secret trong Kubernetes la mot tai nguyén quan trong dé€ quan ly cac théng tin nhay cdm nhu mat
khau, chiing chi TLS, hoac khéa SSH.
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Mét Secret trong Kubernetes dugc dinh nghia bang mot file YAML, bao gém céc thong tin nhu tén

Secret, d liéu nhay cdm dugc ma hda, va cac thong tin khac. Cé nhiéu loai Secret khac nhau trong
Kubernetes, bao gom:

e Opaque: loai Secret mac dinh dugc st dung dé luu trir cac dir liéu nhay cdm khong duoc
ma hda.

e kubernetes.io/tls: loai Secret dugc st dung dé€ luu trir cac chidng chi TLS.

e kubernetes.io/dockerconfigjson: loai Secret dugc sir dung dé luu trit théng tin dang nhap
Docker.

Ban cé thé tao mot Secret mdi bang Iénh kubectl create secret <loai Secret> <tén Secret> -- from-
literal=<tén khoa>=<gia tri> hodac kubectl create -f <tén file YAML> . Sau do, ban co thé sua file
YAML cua Secret bang Iénh kubectl edit secret <tén Secret> .

Vi du: Sau day minh hoa cach s&r dung Secret trong Kubernetes dé€ luu trir mat khau cla co sé dir
liéu.

Gia sir ban c6 mét co sé dir liéu MySQL chay trén cum Kubernetes va ban muén dat mat khau cua
cd s6 dir liéu nay vao mot Secret dé€ tranh 16 thong tin nhay cam. Pau tién, ban tao mot Secret mai
bang lénh sau:
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kubectl create secret generic mysql-pass --from-literal=password=MY PASSWORD

Trong d6 mysql-pass la tén cla Secret va MY PASSWORD la mat khau cla co sé dir liéu. Sau dé, ban
stra file YAML cla Pod MySQL d€ sir dung mat kh3u tir Secret bang cach thém doan ma sau:

spec:
containers:
- name: mysql
image: mysql
env:

- name: MYSQL ROOT PASSWORD

valueFrom:
secretKeyRef:
name: mysql-pass

key: password

Trong d6 mysql-pass la tén cla Secret va password la tén cla khda chira mat khau. Sau khi trién
khai file YAML nay, Pod MySQL sé st dung méat khau tir Secret d€ dang nhép vao cao sé dir liéu.

Revision #1
Created 10 July 2023 09:24:16 by Laptrinh.vn
Updated 10 July 2023 09:26:24 by Laptrinh.vn



